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Main Idea

• Rx recovers software from bugs at runtime

• Upon failure: Rollback and reexecute in a 

modified environment

• Similarity to allergies in real life



Execution Environment

• Three levels:

– Hardware

– OS Kernel

– Libraries

• Broad definition

• Studies show a lot of bugs depend on 

execution environment



Environmental Changes

• Safe to apply, e.g. memory interface spec.



Rx Advantages

• Comprehensive
survives a lot of (non-) deterministic bugs

• Safe
no speculative fixes

• Noninvasive
little to no modifications in applications required

• Efficient
program restart approaches are much slower

• Informative
additional information for programmers



Rx Design



Sensors

• Detect software failures

• Type 1: Software errors reported by OS-

raised exceptions

• Type 2: Detect bugs before program

crashes



Checkpoint and Rollback

• Takes checkpoints of applications and 
rolls back

• Minimize amount of checkpoints to keep
them in memory

• Checkpoint interval ~200ms in 
experiments



Environment Wrappers

• Memory Wrapper, Message Wrapper, 

Process Scheduling, Signal Delivery, 

Dropping User Requests

• Implemented on different levels



Proxy

• Buffers requests, replays them on rollback

• Granularity: User requests & responses

• Avoids partial and inconsistent responses



Control Unit

• Controls checkpoint interval & rollback

• Failure diagnosis based on symptoms and 

experiences

• Selection of environmental change

• Information for post-mortem bug analysis



Evaluation

• Alternatives: Simple rollback, restart

• CVS is invoked at every request



Rx Performance



Rx Performance

• Space Overhead
typically 5-20 checkpoints

• Failure Table
Rx stores what 

prevented a bug



• Critics

– Is it really possible to survive 

a lot of bugs with Rx?

• Questions

Conclusion


